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Abstract. Context: Safety-Critical Systems (SCS) require more sophisticated
requirements engineering (RE) approaches as inadequate, incomplete or
misunderstood requirements have been recognized as a major cause in many
accidents and safety-related catastrophes. Objective: In order to cope with the
complexity of integrating the safety processes in RE, the objective of this thesis
is to develop a module for evaluating the maturity of the safety issues in the
RE phase. Method: we followed the design science methodology and to solve
this practical problem, we propose a Safety Module, which consists of an
enhancement of the Unified Requirements Engineering Process Maturity
model (Uni-REPM) maturity model. Results: The safety module has seven
main processes, 14 sub-processes and 149 safety actions describing principles
and practices that form the basis of safety processes maturity. Conclusions:
As an evaluation instrument, we expect the safety module to be a simple
solution for professionals to identify the status of safety processes in their RE
process. As a guiding tool, we hope the module can help organizations in
evaluating their current safety practices in the RE process as well as offer a
step-wise improvement strategy to reach higher maturity.

Keywords: Requirements Engineering, Safety Engineering, Maturity Models,
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1. Problem Characterization

Safety-critical systems (SCS) are those composed of a set of hardware, software,
processes, data and people whose failure can result in accidents that cause
environmental damage, financial loss, injury to people and even loss of lives [2][4].

There are many cases in the literature as, for example, (i) the computer-
controlled radiation therapy machine called Therac-25 that massively overdosed six
people [6]; (ii) the crash of a Turkish Airline DC-10 resulting in 346 deaths [6]; (iii) the
Milstar satellite that was placed in an incorrect and unusable low elliptical final orbit, as
opposed to the intended geosynchronous orbit [4]; (iv) Bacterial Contamination of a
Public Water Supply that resulted in half of the people in the town of 4,800 that became
ill and seven died [4]; (V) the loss of the Mars Climate Orbiter spacecraft [14]; and many
others where inadequate or misunderstood requirements have been recognized as the
major cause (not coding or implementation [14]) of a significant proportion of accidents
[7] and safety-related catastrophes [§].

Therefore, SCS must be carefully specified, demanding more sophisticated RE
approaches [4][8]. However, requirements engineers, traditionally, are not familiar with
system safety analysis processes which are performed by safety engineers. One reason is
the gap that exists among the traditional development processes, methodologies,
notations and tools used in safety engineering [11].

This gap makes the safety analysis process by the requirements engineers a
difficult and challenging task [11]. Among the consequences of the insufficient
guidance we can cite: (1) safety activities are isolated from RE and developers
responsible for developing the system [4]; (2) engineers are confronted with important
safety concerns only after it is too late or too expensive to make significant changes [4];
(3) engineers mostly decide how to specify the system based on personal intuition and
experience [1]; (4) difficulties in the certification of safety-critical systems.

The problems related to safety in RE tend to be reduced in higher maturity RE
process [5] [9]. Therefore, the organizations should improve their RE process in order to
overcome the challenges of developing SCS. We argue that a maturity model can be
capable of guiding organizations in the implementation of safety processes, reduce the
development cost as it will allow evaluate the level of safety in the development
process, but also it will identify what is missing or it is necessary in order to achieve the
safety level they desire.

The industry challenges about the RE process of safety-critical systems above
mentioned motivated the investigation about how the quality of this process with respect
to the safety of such systems can be improved. In this thesis, we propose a Safety
Module, for the Uni-REPM which is a maturity model for RE process and currently
does not support processes related to safety. The module has seven main processes, 14
sub-processes and 149 safety actions describing principles and practices that form the
basis of safety processes maturity.
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2. Theoretical Background

2.1. Safety-critical systems

Safety-critical systems are those systems whose failure could result in harm
(generally meaning injury or death) [2]. Loss may involve human death and injury, but it
may also involve other major losses, including mission, equipment, financial, and
information losses [4]. The safety engineering comprehends many concepts such as
safety [3], hazard [4], accident [4], safety requirement [3], functional safety requirement
and safety engineers.

During the development of SCS, safety engineers typically review the
requirements documents in early development stages in order to perform safety analyses.
Such reviews are periodically repeated throughout the entire development process in
order to align the safety analyses with requirements changes. As a major result of the
safety analyses, requirements and safety engineers define safety requirements.

Safety requirements describe the constraints or actions to support and improve
system’s safety. These requirements can be defined as any quality requirement that
specifies a minimum, mandatory amount of safety in terms of a system-specific quality
criterion and a minimum level of an associated metric [3]. A functional safety
requirement prevents or mitigates the effects of failures identified in safety analysis [3].

2.2. Maturity Models

According to [12], in general, maturity can be defined as the state of being
complete, perfect or ready. Maturity implies an evolutionary progress from an initial to a
desired target or naturally existing end stage. In the software engineering area, maturity
is regarded as a measure to evaluate the capabilities of an organization.

Maturity models facilitate this evaluation by outlining anticipated, typical,
logical, and desired evolution paths [12]. A maturity model is a structured collection of
elements that describe the characteristics of effective processes at different stages of
development [13]. It also suggests points of demarcation between stages and methods of
transitioning from one stage to another. Models in different areas such as software
engineering, education, project management, construction processes and information
management for example are available in the literature.

2.3. Uni-REPM

The Unified Requirements Engineering Process Maturity model (Uni-REPM™)
[5][15] is constructed based on studies of good practices and it is intended as an
instrument for assessing RE process maturity as well as to offer a concrete, complete,
and contemporary view of state of the art in requirements engineering, so that
researchers and practitioners alike may get an overview of which requirements
engineering practices that have been proposed and empirically validated.

The model hierarchy has three levels, namely Main process area (MPA), Sub-
process area (SPA) and Action. On the top level of the model, there are seven MPAs
(Organizational Support, Requirements Process Management, Elicitation, Requirements
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Analysis, Release Planning, Documentation and Requirements Specification, and
Requirements Validation) corresponding to RE main activities (see Figure 1).

Each MPA is further broken down into several SPAs, which contributes to better
understanding. On the bottom level, an Action denotes a certain activity that should be
performed or a certain item that should be present. The model establishes a certain level
to each action (from 1 to 3, corresponding to “Basic", “Intermediate”, and “Advanced"
level) depending on the difficulty to implement the action, how essential it is for the RE
process, and dependencies between actions.

The Uni-REPM has an assessment instrument in which the appraiser can mark
one of three options: “Incomplete" (vital action performed partially or not at all in the
RE process), “Complete" (action was completed in the RE process), and “Inapplicable"
(action was not necessary or possible to be performed in the process).

3. Proposed Solution

The objective of this work is to provide an easier, understandable and secure
way to organizations evaluate the maturity in key safety-RE process areas but also guide
them to discover what they miss or need to achieve the maturity level they desire.

Accordingly, we proposed a safety module for the Uni-REPM maturity model.
The module follows its dual-view-approach: Process Area view and a Maturity Level
view. Since we want to integrate safety in the RE process, we maintained the seven
MPAs of Uni-REPM (Figure 1) that were defined considering well-adopted RE
processes.

We propose fourteen SPAs to be connected to the seven MPAs of Uni-REPM:
Safety Knowledge Management (SKM), Safety Tool support (STO), General Safety
Management (GSM), Safety Planning (SP), Safety Configuration Management (SCM),
Safety Communication (SCO), Safety Traceability (ST), Supplier Management (SM),
Preliminary Safety Analysis (PSA), Failure Handling (FH), Safety Certification (SC),
Human Factors (HF), Safety Documentation (SDO), and Safety Validation and
Verification (SVV).

Finally, we proposed 149 actions that are connected to these SPAs. Actions
represent a specific good practice (see an example of an action in Figure 2). By
performing the action, the organization can improve their process and gain certain
benefits [5].

4. Current Status of Work

The student started this PhD in March 2015 and the expected date for thesis
defense is February 2019. In these 28 months, we achieved the following goals:

» Literature reviews: comprehensive analysis of important authors in the field.

* Systematic literature review: a systematic literature review about requirements
communication in safety-critical systems and integration between RE and
safety analysis was already conducted. This activity resulted in two papers:
one published in Journal of Systems and Software [24], and another one that
is under submission.
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Application of a hazard analysis method in a real case study: traditional
hazard analysis techniques usually were not proposed to be used in the RE
process. Hence, we applied the STAMP (Systems-Theoretic Accident Model
and Processes) [4] and STPA (System Theoretic Process Analysis) [4]
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Figure 1. Safety Module and its relationships with Uni-REPM.
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Main Process

Area Identifier

Sub-Process

Area Identifier

Main Process

Area Name

Sub-Process

Area Name

OS Organizational Sllfport/
/,QS.SP Safety Planning

This main process area evaluates the amount of support given to requirements engineering practices

from the surrounding organization. The safety module defines sub process to provision the safety

practices and to establish a safety culture in the company.

0s.5P.al

i

Action Identifier

08.5P.a2

Level 1

An integrated system safety program plan must be developed to define in detail tasks and

Develop an integrated system safety program plan

activities of system safety management and system safety engineering essential to
identify, evaluate, and eliminate/control hazards, or reduce the associated risk to a level
acceptable during the safety lifecycle. This plan offers a formal basis of understanding
between the customer and organization about the system safety program; it will be

executed to meet contractual requirements [39].

Define and document requirements for periodic functional safety Level 2
audits
Periodic functional safety audits should be performed during safety lifecycle. Accordingly,
it is necessary to define and document requirements for such audits. The requirements
should include [38]:

assumptions, limitations, hazard analysis results, constraints and safety decisions;

the frequency of the functional safety audits;

the level of independence of those carrying out the audits;

the necessary documentation and follow-up activities.

Figure 2. Example of an action in the safety module.

Action Name

Action Level

techniques, developed to be used in a safety-guided design, in a low-cost
insulin infusion pump which is a real industry project being developed in
Brazil. We aimed to understand the difficulties faced in the safety analysis
and to evaluate the complexity of using such techniques in the RE process.
As a result, we proposed a Safety Requirements Specification Method based
on STAMP/STPA and i* (SaRSSI*) which is being prepared to submit.

* Analysis of Safety standards: since SCS should be submitted to certification
processes prior to their commercialization, we analyzed which activities and
information are required by the most adopted safety standards in different
domains to incorporate them as actions in the safety maturity module.

* Construction of Safety Maturity Module: development of a safety maturity
module for RE process to evaluate safety processes maturity during RE.

* Integration of the safety maturity module with Uni-REPM™: definition of
relationships between the proposed module and the Uni-REPM™ [5].

As future works, we highlight the following goals:

* Development of a tool: development of a tool to support the application of the
safety maturity module;

e Evaluation and Validation of the module: to evaluate the module, we intend to
conduct interviews with experts, a survey, and case studies.

* Refinements: perform refinements and adjustments in the module based on the
results obtained during evaluation and validation.
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5. Evaluation of the proposed solution

The evaluation of the module will occur in academia as well as in industry in
order to prepare it for widespread industry use. We will conduct at least four validations
following the steps and nomenclature of the technology transfer framework [10]: a static
validation based on interviews with academic and industry experts; a dynamic validation
where the module will be applied in industrial organizations; the conduction of a survey
with academics and professionals; and the usability evaluation of the tool.

We aim to conduct a web questionnaire-based survey with academics and
professionals to increase the reliability of the module and its coverage of safety practices
through larger sample sizes. The survey will be available online and disseminated in
forums/groups of SCS and RE. Besides, we will send an email to the authors of the
papers resulted in the SLRs performed [3][24] and the ones derived from the literature
review. We aim for the participants who have experience in RE and safety fields.

The static validation will be conducted through interviews with academic
experts in order to ensure that the module is understandable and it has a sufficiently
complete coverage of the safety RE needs. A set of industry projects of different
domains will be the basis for dynamic validation in order to ensure the applicability of
the module. Moreover, we also want to obtain their feedback about the coverage of the
safety requirements engineering needs.

After the static and dynamic validation, we expect to perform a survey aiming to
increase the reliability of the result through larger sample sizes. Moreover, we will
conduct the usability evaluation of the tool to support the use of the module.

6. Comparison with Related Work

Generic software process improvement frameworks such as CMMI, SPICE
ISO9000 have been proposed and adopted by companies. However, they do not provide
details about how company should proceed since their scope is to cover all phases of
development process having a much bigger scope than just RE [15].

These generic models emphasize bespoke RE which is related to the
development of a customized software system for a specific customer [16].
Nevertheless, they have not been updated with RE actions/practices in industry [15].
According to Svahnberg et al. [15], there are practices not handled at all by these
models, and other actions are classified as being very advanced whereas in current state
of practice they are the common norm.

SLRs about maturity models [17][18] show that there is a clear trend to propose
models customized to specific domains such as small and medium enterprises, testing
and quality assurance, security engineering, extreme programming, e-government,
medical systems, space, telecommunications, software development.

There are some RE assessment frameworks, for example, the Requirements
Engineering Good Practice Guide (REGPG) [19], Requirement Engineering Process
Maturity Model (REPM) [20], Market-Driven Requirements Engineering Process
Maturity Model (MDREPM) [16], and others that allow organizations to evaluate the
strengths and weaknesses regarding the RE process. However, REGPG, REPM, and
MDREPM do not cover both market-driven and bespoke RE as required by industry
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[15]. To fill this gap, the Uni-REPM [15] was proposed but it does not consider safety
issues required for the development of a safety-critical system. Therefore, in this work,
we propose a safety module for the Uni-REPM model.

Safety culture maturity models are available in literature [21] [22]. Fleming [21]
developed a model with the objective of helping organizations to identify the level of
maturity of their safety culture. Gongalves et al. [22] proposed a framework to measure
safety culture maturity in the Brazilian oil and gas companies. However, safety culture is
a characteristic of groups and organizations that handle organizational collective
practices to avoid accidents during the work in factories [22] and not about developing
SCS.

Some safety maturity models have been developed, for example, +SAFE-
CMMI-DEV, ISO 15504-10, SW-CMM, and SE-CMM. However, these models are too
general [23], usually adopted by safety engineers, and do not consider the integration
between safety and RE as well as the particularities of these two areas as in our work.

7. Conclusions

The application of maturity models creates useful benefits [13]. First of all,
maturity models generate an awareness of the analyzed aspects: their state, importance,
potentials, requirements, complexity, and so on. Furthermore, they may serve as
reference frame to implement a systematic and well-directed approach for
improvements, ensure a certain quality, avoid errors, and assess one’s own capabilities
on a comparable basis [13].

We designed the module to be a self-assessment and improvement tool. It can be
used by professionals themselves acting as evaluators — making small improvements
based on recent lessons learned. This has been used as traditional assessment tools, but
also as a part of agile organizations and a part of retrospective work on RE maturity
models (SVAHNBERG et al., 2013).
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